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DETAILED ACTION 

This action is responsive to the Request for Continued Examination filed 24 May 
207. Claims 6, 20, 30, 42, 48, 54, 58, and 61-63 were previously cancelled. Claims 25- 
29, 31-41, 43-46, 56, 57, 60, and 65 are cancelled by this amendment. Claims 1-5, 7- 
19, 21-24, 47, 49-53, 55, 59, 64, and 66 are currently pending. 

Response to Arguments 

Applicant's arguments, see pages 15-16, filed 24 May 2007, with respect to the 
rejection(s) of independent claim(s) 1,19, 47, and 53 under 35 USC §1 02(b) as being 
anticipated by Wookey (US Patent #6,023,507), have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made, in view of a new interpretation (i.e. 
previously non-cited sections) of Wookey. 



Claim Rejections - 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Claims 1-5, 7-19, 21-24, 47, 49-53, 55, 59, and 64 are rejected under 35 
U.S.C. 103(a) as being anticipated by Wookey (US Patent #6,023,507). 

With regards to claims 1 and 47, Wookey discloses a method, in a computer 
system, comprising: 

receiving, from a data storage system, a request to establish 
communications with the data storage system; (column 4, lines 11-16) 

establishing a first packet communications session from the computer 
system to a data communications device capable of communicating with the data 
storage system; (figure 1 , connection between service center computer system 
101 and modem 120, where the modem is the "data communications device"; 

establishing a second packet communications session from the data 
communications device to a service processor associated with the data storage 
system; (figure 1, connection between the modem 120 and monitored "master" 
system 103) and 

performing packet communications between the computer system and the 
service processor associated with the data storage system using the first and 
second packet communications sessions, (inherent; the communications 
sessions are established under the pretense that they will be used for 
communications) 
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With regards to claims 19 and 53, Wookey discloses a method, in a processor in 
a data storage system, for establishing a packet communications session with a 
computer system, the method comprising the steps of: 

sending, to the computer system, a request to establish a communications 
session with the data storage system; (column 4, lines 11-16) 

receiving a request to initiate a packet communications session, the 
request to initiate a packet communications session including user authentication 
information; (figure 1; column 10, lines 50-52) 

providing data storage system address information to an initiator of the 
request; (inherent step; communications require information regarding how to 
communicate, i.e. an IP address or modem phone number) 

receiving computer system address information to allow a processor in the 
data storage system to perform packet communications with the computer 
system; (inherent, see above) and 

establishing packet communications session with the computer system 
based on the computer system address information, (see figures 1-4, showing 
various packet communications sessions) 

With regards to claims 1,19, 47, and 53, Wookey does not expressly disclose 
the limitation that the request to establish a communications session includes user 
authentication information needed to establish the communications session. However, 
columns 9 and 10 discuss the security features of the disclosure, which prevent the 
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service center from accessing the monitored systems for reasons unrelated to its 
primary purpose. Examples given include a secure dial-back modem, having only a 
single point of access to a subnet, or a login/password system. It would have been 
obvious to one skilled in the art at the time of the invention that the required 
authentication information of a login/password system would not necessarily be known 
by a remote administrator at the service center. Thus, the information would have to be 
sent at some point before the connection is established. Because the connection 
establishment is, in fact, the second step of the process as described, it would have 
been obvious at the time of the invention that any required authentication information 
would have to be communicated during the first step, in which the request is made. 

With respect to claim 2, Wookey (507) discloses the method of claim 1 wherein 
the step of receiving a request to establish a communications session with a data 
storage system comprise the steps of: 

receiving user authentication for a user of the computer system; 
authenticating an identity of the user based on the user 
authentication information; 

receiving a data storage system identity indicating an identity of the 
data storage system to which the packet communications session is to be 
established. 
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In column 8, lines 42-45 Wookey (507) states that "It is possible to protect each 
monitor with a unique password so that only authorized administrative personnel can 
access a given monitor for modification." Wookey (507) discloses a system for remotely 
servicing multiple computer systems in which service personnel can receive information 
on which systems need service and then securely connect using established 
authentication techniques. 

With respect to claims 3, Wookey (507) discloses the method of claim 2 wherein: 
the request to establish a communications session with a data 

storage system includes the identity of the data storage system to which a 

communications session is to be established; and 
wherein the identity specifies at least one of: 

i) a phone number of a service processor modem associated 
with the data storage system; (Col. 9, Lines 40-45) 

ii) a serial number of the data storage system; and (Col. 4, 
Lines 63-68) 

iii) customer information related to a customer operating the 
data storage system. (Col. 4, Lines 63-68) 

With respect to claims 4, Wookey (507) discloses the method of claim 2 wherein 
the step of receiving data storage system identity information comprises the steps of: 
receiving data storage system search criteria; 



Application/Control Number: 10/036,333 Page 7 

Art Unit: 2132 

providing data storage system search criteria to a connection monitor 
computer system to produce a set of data storage system identities that 
meet the data storage system search criteria; and 
receiving the set of data storage system identities that meet the data 
storage system search criteria; and 

allowing the user to select at least one data storage system identity from 
the set of data storage system identities. 

Wookey (507) discloses that at startup, administration software searches for all 
monitor software on the same subnet (Col. 13, Lines 13-20). Thus, the criterion of the 
search is simply "all computers connected to this computer." This criterion is received 
from the administrator program code when the process begins to execute. The 
administrator software then displays a list of the accessible computers available for 
servicing, so that the user can select one to connect with (Fig. 8). 

With respect to claims 5, Wookey (507) discloses the method of claim 4 wherein: 
the data storage system search criteria is received from at least one of: 

i) a user of the computer system; 

ii) a service ticket identifying a data storage system; 

the data storage system search criteria includes at least a portion of the 
user authentication information; and 
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the set of data storage system identities that meet the data storage 
system search criteria includes identities of data storage systems to which 
a user identified by the portion of the user authentication information is 
allowed to establish a packet communications session. 

Since the invention of Wookey (507) searches for all connected computers when 
the administrator software starts running, one can say that the user supplies the search 
criteria by selecting which computers are on the same subnet as the computer running 
the administrator program (Col. 13, Lines 13-20). It is implicit that a program to inform 
the user of errors in the connected computers will apprise the user of any errors 
discovered (in other words, presenting a service ticket to the user). Wookey (507) 
discloses, in lines 50-54 of column 10, that the diagnostic data of the connected 
computers is password protected so that nobody other than a qualified service center 
engineer can access the information. Thus, since the search criteria are determined by 
physical connections (hard-wired) to the service computer, and access to the service 
computer is restricted by an authentication control subsystem, it is possible to state that 
the user authentication is a part of the search criteria because the user authentication is 
a component of one of the computers in the network which defines the search criteria. 

With respect to claims 7, Wookey (507) discloses the method of claim 1 wherein 
the step of obtaining connection information for the data communications device 
comprises the steps of: 
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providing, to a connection monitor computer system, a request for 
an address of a data communications device, the request including data 
communications device selection criteria allowing the connection monitor 
computer system to select and return an address of an available data 
communications device that is authorized to establish the second packet 
communications session to the data storage system; and (Col. 4, Lines 
47-53) 

receiving the address of the data communications device, selected 
by the connection monitor computer system. (Col. 4, Lines 47-53) 

Wookey (507) discloses one modem (data communications device) for each 
small network of customer computer systems. Column 9, lines 40-41 indicate that the 
computer at the service center stores customer modem connection information in its 
internal memory. In this situation, a request for the address of the data communications 
device would take the form of a command to read from the hard drive or RAM. ( 

With respect to claims 8, Wookey (507) discloses the method of claim 7 wherein 
the request for an address of the data communications device includes at least one of: 

i) a portion of the user authentication information; (Col. 8, Lines 42-45) 

ii) customer information concerning a customer operating the data storage 
system; and (Col. 4, Lines 62-65) 
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iii) connection information associated with the data storage system; and (Col. 4, 
Lines 62-65) 

wherein the connection monitor computer system compares the request for an 
address against user and customer data to determine what data storage systems 
a user providing the request is allowed to access. (Col. 8, Lines 42-45) 

Wookey (507) explains in column 8 that "it is possible to protect each monitor 
with a unique password so that only authorized administrative personnel can access a 
given monitor for modification." Protection with a unique password implies the use of 
user authentication information. Additionally, connection information associated with 
the system to which the user is attempting to connect would be inherently required. It is 
known to those in the art that connection authorization will involve comparing user data 
with data associated with the remote system. In this case, that would mean comparing 
the administrator's user data with the customer's information to determine if the 
administrator is authorized to modify that customer's monitor. 

With respect to claims 9, Wookey (507) discloses the method of claim 1 wherein: 
the step of initiating the first packet communications session 
establishes an internet protocol communications session between the 
computer system and the data communications device; and (Col.4 , Lines 
47-50) 
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wherein the step of providing, to the data communications device, first 
packet communications session authentication information passes user 
authentication information from the computer system to the data communications 
device to allow the data communications device to authorize the internet protocol 
communications session. (Col. 8, Lines 42-45) 

In column 4, Wookey (507) discloses that the modems of the vendor's modem 
pool are configured to connect to modems of the customer's monitored systems, and 
that the connection is under the control of a network terminal server. Thus, he has a 
communications session between a computer system and a data communications 
device. Since another connection between the data communications device and the 
monitored system exists implicitly, the connection from the vendor computer system to 
the data communications device can be described as the first packet communications 
session. Similarly, the connection from the data communications device is the second 
packet communications session. In column 8, Wookey (507) discloses the protection of 
the monitored computer systems using a unique password. A password implies 
authentication of the user at some point in the connection setup process. 
Authenticating the user to the remote network's server (the data communications 
device) is a well-known step in internet protocol communications. 

With respect to claims 10, Wookey (507) discloses the method of claim 9 wherein 
the step of providing, to the data communications device, first packet communications 
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session authentication information causes the data communications device to 
communicate with a user account computer system to verify if the user of the computer 
system identified in the user authentication information is authorized to cause the data 
communications device to establish the first and second packet communications 
sessions from the computer system, through the data communications device, to the 
data storage system. (Col. 8, Lines 42-45) 

Because the data communications device is a router or modem, a list of valid 
users would have to be stored elsewhere, because routers and modems have very little 
internal memory, which is used only to store the device's firmware and a list of valid IP 
addresses, or conversely, a list of blocked IP addresses. Thus, a separate computer 
system, which contains a list of valid users and their passwords, must exist inherently, 
and the data communications device must be able to communicate with it. 

With respect to claims 1 1 and 50, Wookey (507) discloses the method of claim 1 
or 47 wherein the step of establishing a second packet communications session from 
the data communications device to the data storage system comprises the steps of: 

providing, to the data communications device, second 
packet communications session connection information allowing the data 
communications device to initiate the second packet communications 
session from the data communications device to the data storage system; 
(Col. 4, Lines 47-50) 



Application/Control Number: 10/036,333 Page 13 

Art Unit: 2132 

receiving second packet communications session state 
information indicating a state of the second packet communication session 
between the data communications device and the data storage system. 
(Col. 9, Lines 52-65) 

In column 4, Wookey (507) discloses the connection of the vendor modem to a 
customer modem under the control of a network terminal server. This clearly shows a 
first packet communications session from the vendor modem to the server, and a 
second packet communications session from the server to the customer modem. In this 
case, the network terminal server is acting as a router (data communications device). 
Those skilled in the art will recognize that in order to establish the connection between 
the router and the customer computer the user wishes to access, the router must be 
provided session information indicating to which computer the connection should be 
made. Column 9 shows the login and verification process for the connection. It is 
inherent that if verification is being carried out, then all parties involved in the verification 
are aware of it. Thus, at some point the data communications device must have 
received second packet communications session state information, which it would pass 
on to the vendor computer. 

With regards to claims 12, Wookey (507) discloses the method of claim 11 
wherein: 
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the second packet communications session connection information 
includes data storage system connection information associated with the data 
storage system and user authentication information of the user of the computer 
system; and (Col. 9, Lines 52-55) 

wherein the step of providing the second packet communications session 
connection information to the data communications device causes the data 
communications device to perform the steps of: 

initiating the second packet communications session from the data 

communications device to the data storage system using the data storage 

system connection information; (Col. 9, Lines 52-55) 

providing the user authentication information to a remote access 

server associated with the data storage system to allow the remote access 

server to authorize the establishment of the second packet 

communications session from the data communications device to the data 

storage system; (Col. 8, Lines 42-48) 

receiving data storage system address information at the data 

communications device identifying an address of the data storage system 

to allow the data communications device to establish the second packet 

communications session; and (Col. 9, lines 52-55) 

forwarding second packet communications session state 

information to the computer system from the data communications device 

to allow the computer system to perform packet communications between 
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the computer system and data storage system using the first and second 
packet communications sessions. (Col. 9, Lines 52-55) 

It is inherent to the system that the second packet communications session, 
between a router and the customer computer, must contain connection information for 
the customer computer. If it did not, the router would not know to which computer the 
user wishes to connect. Additionally, the inclusion of the user authentication information 
would be inherent, because without that information the customer computer would not 
know if the person attempting to establish a connection is a valid administrator. The 
steps listed in the connection procedure are also inherent requirements. Initiating the 
second packet communications session is inherent because that was the whole 
purpose of the connection process. Providing the user authentication information to a 
remote access server associated with the data storage system is inherent because that 
is the reason for having the user authentication information. Were it not provided to a 
server tasked to verification of remote users, then the data storage system would have 
no way of knowing if the user information is valid. The data communications device 
must inherently receive data storage system address information so that it can be sure 
that the correct connection was made. Finally, forwarding the second packet 
communications session state information to the vendor's computer system is inherent 
because if the state information were not forwarded, the vendor's computer system 
would have no way of knowing if the connection to the data storage system was 
successful. 
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With respect to claims 13 and 51, Wookey (507) discloses the method of claim 
12 or 50 wherein the data storage system address information is a pre-configured 
network address assigned to the service processor associated with the data storage 
system. 

Though it is never named as such, Wookey (507) inherently discloses the data 
storage system address information. It is known to those in the art that any computer 
system on a network or the Internet will always have an IP address or a modem phone 
number, which is the address of the computer on the network. 

With regards to claims 14, Wookey (507) discloses the method of claim 12 
wherein: 

the second packet communications session connection information 
includes data storage system connection information including a phone number 
of a service processor modem associated with the service processor associated 
with the data storage system; and (Col. 4, Lines 46-68) 

wherein the step of initiating the second packet communications session 
from the data communications device to the data storage system causes the data 
communications device to instruct a modem to dial the phone number of a 
service processor modem in order to establish a dial up connection to the data 
storage system from the data communications device. (Col. 4, Lines 47-49) 
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Wookey (507) discloses a dialup connection between the vendor's computer 
system and a monitoring computer connected to one or more monitored systems. It is 
known to those in the art that in the process of communicating between the vendor's 
computer and the monitoring computer, packet communication sessions are established 
between the vendor computer, a router (data communications device) and the 
monitoring computer. If the vendor's modem is to dial the customer's modem, the 
phone number of the customer's modem is an inherent part of the information which 
must be transferred. 

With respect to claims 15, Wookey (507) discloses the method of claim 12 
wherein: 

the second packet communications session state information includes the 
data storage system address information and includes data storage system 
connection bandwidth information; and 

wherein the step of forwarding second packet communications session 
state information to the computer system from the data communications device 
causes the data communications device to perform the step of: 

forwarding the second packet communications session state information 
to a network manager computer system which receives the second packet 
communications session state information and forwards routing information to the 
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computer system so that the computer system can perform packet 
communications with the data storage system. (Col. 4, Lines 49-52) 

It is known to those in the art that communications session information is passed 
between two computers that are attempting to communicate with each other. This state 
information includes the address information for all involved computers, as well as 
connection speed information (bandwidth). If this information is not provided the 
computers will not have the knowledge necessary to communicate correctly. Wookey 
(507) discloses a connectivity server 304 that manages connections to the modem pool 
301 inside the service center 101. One skilled in the art would recognize that a server 
that provides links to a modem pool would receive communications session information 
before finalizing the link between the vendor's computer and' the service center modem 
pool. 

With respect to claims 16 and 52, Wookey (507) discloses the method of claim 
12 or 47 wherein the step performing packet communications between the computer 
system and the service processor associated with the data storage system comprises 
the steps of: 

receiving the second packet communications session state information in 
response to the step of forwarding; 
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adjusting connection bandwidth associated with the first packet 
communications session to match connection bandwidth associated with the 
second packet communications session; 

providing computer system address information to the data storage 
system so that the data storage system can establish a route to the computer 
system; and 

using the first packet communications session between the computer 
system and the data communications device and the second packet 
communications session between the data communications device and the 
service processor associated with the data storage system to perform packet 
communications between the computer system and the service processor 
associated with the data storage system. 

Though Wookey (507) does not go into great detail describing the connection 
process, he does disclose that the connection is secure and authenticated. From this 
knowledge, one skilled in the art would recognize that communications session state 
information would be available to all the communicating parties. This information 
typically includes such data items as the addresses of the computers and the 
connection bandwidth. It is inherent that the bandwidth must be adjusted to a uniform 
rate to prevent lost packets. If one computer is sending packets faster than the other 
computer is prepared to receive them, the information is simply lost. It is also inherent 
that since all the computers involved in the communications need to know the 
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addresses of the other computers, providing the computer system address information 
to the data storage system is a necessity. Finally, it is inherent that after all the time 
taken to set up a secure communications channel, that the channel would be used to 
perform packet communications between the computer system and the service 
processor associated with the data storage system. 

With respect to claim 17, Wookey (507) discloses the method of claim 1 wherein 

the step of receiving a request to initiate a communications session with the data 

storage system further comprises the steps of: 

receiving a service ticket from the data storage system; and (Col. 3, Lines 40-45) 
analyzing the service ticket to determine an identity of the data storage system to 

which a packet communications session is to be established from the computer system. 

(Col. 3, Lines 62-67; Col. 4, Lines 1-3) 

Wookey (507) discloses how the customer systems periodically perform a variety 
of diagnostic tests and transmit the results to the remote service center. Though he 
does not use the phrase "service ticket," the functionality is the same. It is well known 
to those in the computing art that data transmitted from one computer to another (such 
as a service ticket) will contain information regarding the origin of the data. Because 
Wookey (507) discloses a database of customer information, including the history of 
"diagnostic tests and patches that exist for a particular product" (Col. 4, Lines 66-67), 
the diagnostic information must be associated in the database to whatever customer 
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system generated the information. Thus, it is inherent that any diagnostic information 
transmitted to the service center can be analyzed to determine its origin. Since this 
information includes "error messages from log files, system crash data" etc. (Col. 3, 
Lines 63-64), the staff at the service center will know when to initiate communications to 
the customer system. 

With respect to claim 18, Wookey (507) discloses the method of claim 1 wherein 
the steps of establishing a first packet communications session, establishing a second 
packet communications session, and performing packet communications are performed 
using secure and authenticated communications sessions. (Col. 10, Lines 55-60) 

With respect to claims 21, Wookey (507) discloses the method of claim 19, 
further comprising the steps of: 

in response to the step of authenticating an identity of the user, the processor 
establishes a packet communications session with a data communications device from 
which the request to initiate a packet communications session originates. (Col. 4, Lines 
12-16) 

Wookey (507) discloses that some embodiments of the invention can include the 
use of the Internet. Those skilled in the computer networking art will recognize that 
communications over the Internet will require that the data pass through at least one 
router (data communications device) between its source and its destination. It is 
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inherent that if the data is going through a router, at some point the source computer 
and destination computer will both have to establish packet communications sessions 
with the router. 

With respect to claims 22, 51, and 55, Wookey (507) discloses the method of 
claim 21, 50, or 53 wherein the processor is a service processor in the data storage 
system and the data storage system address information is a pre-configured network 
address assigned to the service processor associated with the data storage system by a 
vendor of the data storage system. (Col. 3, Lines 56-59; Col. 4, Lines 12-16) 

In column 3, Wookey (507) describes a master monitoring computer at each 
monitored site, and that this master computer collects the diagnostic information for 
each monitored computer on the network. This system can be seen in Wookey's figure 
1. This is analogous to the service processor of the data storage system, which is 
depicted in applicant's figure 3 as a computer connected to the data storage system. In 
regards to the second limitation of the claims, those skilled in the computer arts would 
know that in Internet communications, every computer has a pre-configured network 
address assigned to it, known as its IP address. 

With respect to claim 23, Wookey (507) discloses the method of claim 19 
wherein: 
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the request to initiate a packet communications session is sent from a data 
communications device interconnected with the computer system; and (Col. 4, Lines 12- 
17) 

wherein the step of providing data storage system address information provides 
a network address of the processor in the data storage system to the data 
communications device for receipt by the computer system to allow the computer 
system to perform packet communications to the data storage system. (Col. 4, Lines 12- 
17) 

Wookey (507) discloses that, "for embodiments in which the internet is used to 
transmit diagnostic results, the monitored system initiates provision of the diagnostic 
results without any intervention of the service center." In other words, the monitored 
system initiates communications over the Internet to the service center. As previously 
discussed, communications over the Internet necessitate that the data crosses one or 
more routers between its source and its destination. Thus, when the monitored system 
is attempting to establish communications with the service center, it sends a request to 
a router, and the router forwards the request to the service center. Also as previously 
mentioned, communications between two computers inherently include the transmission 
of address information for each computer. In communications over the Internet, this 
would be the IP address (i.e. the network address) of each computer. 
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With respect to claim 24, Wookey (507) discloses the method of claim 19 the 
step of establishing a packet communications session with the computer system 
establishes route information within the data storage system based on the computer 
system address information to allow the processor o perform packet communications 
with the computer system. (Col. 4, Lines 12-17) 

Though Wookey (507) does not go into great detail about the connection 
process, those skilled in the art will realize that communications over the Internet 
include packet routing information to ensure that no data is lost en route. 

With regards to claim 59, Wookey (507) discloses the computer system of claim 
18 wherein a security client is activated on said service processor to block out TCP data 
packets that have not been encrypted by a predetermined gateway server. (Col. 10, 
Lines 3-8; It is inherent that if data received at either end of the communications link is 
not encrypted with the proper dynamic key, that data will be ignored. As previously 
stated, communications between computers are widely known in the art to be packet- 
based.) 

With regards to claims 64 and 66, Wookey (507) discloses the method, computer 
system, and computer program product of claims 1 and 47 wherein said data storage 
system comprises a plurality of data storage devices which collectively operate under 
the control of at least one software driven microprocessor to access data in accordance 
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with data access requests. (Figure 4, #427; also, this is the exact definition of a 
computer) 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Virgil Herring whose telephone number is (571) 272- 
8189. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic. 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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